ANNEXURE A – TECHNICAL BID CHECKLIST
(To be submitted as part of the Technical Bid)

The bidder shall complete the checklist below and indicate the page number / file reference for each submitted document.

	SN
	Document / Annexure
	Submitted (Yes/No/NA)
	Pg No. / File Reference

	1
	Covering Letter / Bid Submission Letter
	 
	 

	2
	Annexure B – Bidder Profile, Legal Details, CERT‑In Empanelment and Financial Details
	 
	 

	3
	Supporting documents for Annexure B
	 
	 

	4
	Annexure C – Experience Credentials
	 
	 

	5
	Supporting documents for Annexure C
	 
	 

	6
	Annexure D – Proposed Team Profile and Role Mapping
	 
	 

	7
	Supporting documents for Annexure D
	 
	 

	8
	Annexure E – Audit Approach, Work Plan and Effort Estimate
	 
	 

	9
	Annexure G – Declarations and Undertakings
	 
	 

	10
	Signed acceptance / undertaking to execute Annexure H – Draft NDA / Confidentiality Agreement, if selected and required by the Bank
	 
	 

	11
	Any other document required under the RFP
	 
	 



Commercial Bid Separation
	SN
	Confirmation
	Response (Yes / No)

	1
	The Technical Bid does not contain any commercial information.
	 

	2
	The Commercial Bid has been submitted separately in Annexure F – Commercial Bid Format.
	 



Bidder Confirmation:
The bidder confirms that the Technical Bid does not contain any commercial information and that all applicable documents have been submitted as per the RFP requirements.

	Particular
	Details

	Name of Bidder
	:

	Authorised Signatory
	:

	Designation
	: 

	Date
	:

	Place
	: 

	Signature and Seal
	 :




ANNEXURE B – BIDDER PROFILE, LEGAL DETAILS, CERT-IN EMPANELMENT 
AND FINANCIAL DETAILS
(To be submitted as part of the Technical Bid)
B1. Bidder Details
	SN
	Particulars
	Details to be Filled by Bidder

	1
	Name of Bidder
	 

	2
	Legal Constitution
	Company / LLP / Partnership / Proprietorship / Other

	3
	Date of Incorporation / Registration
	 

	4
	Registered Office Address
	 

	5
	Correspondence Address
	 

	6
	PAN
	 

	7
	GSTIN
	 

	8
	Name of Authorised Signatory
	 

	9
	Designation of Authorised Signatory
	 

	10
	Contact Number
	 

	11
	Email ID
	 

	12
	CERT‑In Empanelment Reference / Certificate No. / Listing Reference
	 

	13
	CERT‑In Empanelment Validity
	 

	14
	Number of years in operation as on bid submission date
	 



B2. Financial details for the latest three audited financial years available as on date
	Financial Year
	Annual Turnover ₹
	Supporting Document Reference / Page No.

	FY 202___-2____
	 
	 

	FY 202___-2____
	 
	 

	FY 202___-2____
	 
	 

	Average Annual Turnover
	 
	 



Documents to be Attached
The bidder shall attach the following documents, as applicable:
i. Certificate of incorporation / registration / partnership deed / LLP registration.
ii. PAN copy and GST registration copy
iii. CERT‑In empanelment proof / current CERT‑In listing reference.
iv. Audited financial statements and / or CA certificate for the latest three audited financial years available as on bid submission date.

Bidder Confirmation
The bidder confirms that the above information is true and correct, and that the bidder meets the relevant eligibility requirements specified in the RFP.

	Particular
	Details

	Name of Bidder
	:

	Authorised Signatory
	:

	Designation
	: 

	Date
	:

	Place
	: 

	Signature and Seal
	 :


ANNEXURE C – EXPERIENCE CREDENTIALS
(To be submitted as part of the Technical Bid)

The bidder shall provide experience details as required under Section 9.2 of the RFP. Supporting Evidence: For each engagement listed under C.1, C.2 and C.3, the bidder shall attach supporting evidence such as work order / engagement letter, completion certificate / client confirmation, scope extract, or anonymised evidence where confidentiality restrictions apply.

C.1 Banking / Financial Sector Technology Audit Experience
Minimum requirement: At least 2 similar technology audit engagements in banking / financial sector during the last 3 years.
	SN
	Client / Institution Name
	Sector
	Nature of Assignment
	Period of Assignment
	Scope Covered
	Supporting Document Reference / Page No.

	1
	 
	Bank / Financial Institution
	IS Audit / Cyber Audit / VA/PT / Other
	 
	 
	 

	2
	 
	Bank / Financial Institution
	IS Audit / Cyber Audit / VA/PT / Other
	 
	 
	 

	3
	 
	Bank / Financial Institution
	IS Audit / Cyber Audit / VA/PT / Other
	 
	 
	 


	
C.2 RRB (ASP Model) Experience
Minimum requirement: Bidder must have completed at least one engagement involving an RRB operating under an Application Service Provider (ASP) model, within the last 3 years.
	SN
	Client / Institution Name
	Institution Type
	Nature of Assignment
	Period of Assignment
	ASP / Outsourced Technology Context
	Supporting Document Reference / Page No.

	1
	 
	RRB / StCB / DCCB / Bank / Financial Institution
	IS Audit / Cyber Audit / VA/PT / Other
	 
	 
	 

	2
	 
	RRB / StCB / DCCB / Bank / Financial Institution
	IS Audit / Cyber Audit / VA/PT / Other
	 
	 
	 





ANNEXURE C – EXPERIENCE CREDENTIALS (continued)
(To be submitted as part of the Technical Bid) 

C.3 UIDAI AUA/KUA IS Audit Experience
Minimum requirement: At least 1 UIDAI AUA/KUA IS Audit / Aadhaar ecosystem compliance audit / UIDAI checklist-based audit engagement.

	SN
	Client / Institution Name
	Nature of Assignment
	Period of Assignment
	Scope / Checklist Basis
	Supporting Document Reference / Page No.

	1
	 
	UIDAI AUA/KUA IS Audit / Aadhaar Compliance Audit / UIDAI Checklist-based Audit
	 
	 
	 

	2
	 
	UIDAI AUA/KUA IS Audit / Aadhaar Compliance Audit / UIDAI Checklist-based Audit
	 
	 
	 



Bidder Confirmation
The bidder confirms that the experience details furnished above are true and correct and relate to engagements completed by the bidder in its own name.

	Particular
	Details

	Name of Bidder
	:

	Authorised Signatory
	:

	Designation
	: 

	Date
	:

	Place
	: 

	Signature and Seal
	:





ANNEXURE D – PROPOSED TEAM PROFILE AND ROLE MAPPING
(To be submitted as part of the Technical Bid)

The bidder shall provide details of named resources proposed for the assignment. Generic statements such as “qualified resources will be deployed” shall not be sufficient.

	SN
	Name of Resource
	Proposed Role
	Audit Stream(s) Mapped
	Key Qualification / Certification
	Relevant Experience
	Supporting Document Reference / Page No.

	1
	 
	Engagement Lead / Audit Lead
	IS Audit / Cyber Security Audit / VA/PT / UIDAI AUA/KUA IS Audit
	 
	 
	 

	2
	 
	IS Audit / Cyber Security Audit Resource
	IS Audit / Cyber Security Audit
	 
	 
	 

	3
	 
	VA/PT Specialist
	VA/PT / Application Security
	 
	 
	 

	4
	 
	Application Security Resource
	Web / Mobile / API / Source Code Review
	 
	 
	 

	5
	 
	UIDAI AUA/KUA IS Audit Resource
	UIDAI AUA/KUA IS Audit
	 
	 
	 


(Additional rows may be inserted by the bidder, if required.)

Documents to be Attached
The bidder shall attach supporting documents such as:
1. Brief CV / profile of each proposed resource.
2. Copies of relevant certifications.
3. Evidence of relevant experience, wherever available / applicable.

Bidder Confirmation
The bidder confirms that the resources listed above are proposed for the assignment and that the bidder shall deploy named resources as per the RFP requirements.

	Particular
	Details

	Name of Bidder
	:

	Authorised Signatory
	:

	Designation
	: 

	Date
	:

	Place
	: 

	Signature and Seal
	:





ANNEXURE E – AUDIT APPROACH, WORK PLAN AND EFFORT ESTIMATE
(To be submitted as part of the Technical Bid)

The bidder shall provide a brief audit approach, work plan and effort estimate for completing the scope under this RFP.
The proposed work plan and timeline shall be indicative. The final audit schedule shall be agreed with / approved by the Bank after award.
Additional rows may be inserted by the bidder, if required.

E.1 Audit Approach Summary
	SN
	Audit Stream
	Proposed Approach / Methodology
	Key Dependencies / Assumptions

	1
	IS Audit
	 
	 

	2
	Cyber Security Audit including Gap Assessment
	 
	 

	3
	VA/PT including Retest / Validation
	 
	 

	4
	UIDAI AUA/KUA IS Audit
	 
	 



E.2 Work Plan and Indicative Timeline
	SN
	Activity
	Proposed Timeline / Week
	Remarks

	1
	Kick-off meeting and Information Request List
	 
	 

	2
	Document review and understanding of Bank / ASP environment
	 
	 

	3
	IS Audit fieldwork including HO / RO / branch visits
	 
	 

	4
	Cyber Security Audit and Gap Assessment
	 
	 

	5
	VA/PT testing as per agreed Rules of Engagement
	 
	 

	6
	UIDAI AUA/KUA IS Audit
	 
	 

	7
	Submission of draft reports
	 
	 

	8
	Management discussion and response incorporation
	 
	 

	9
	Submission of final reports
	 
	 

	10
	Re-verification / retesting and closure certificates / closure notes
	 
	 



E.3 Resource Deployment / Effort Estimate
	SN
	Role
	Audit Stream(s) Supported
	Estimated Effort / Man-days
	Remarks

	1
	Engagement Lead / Audit Lead
	 
	 
	 

	2
	IS Audit / Cyber Security Audit Resource
	 
	 
	 

	3
	VA/PT Specialist
	 
	 
	 

	4
	Application Security Resource
	 
	 
	 

	5
	UIDAI AUA/KUA IS Audit Resource
	 
	 
	 



(cont….)

ANNEXURE E – AUDIT APPROACH, WORK PLAN AND EFFORT ESTIMATE (Continued)
(To be submitted as part of the Technical Bid)

E.4 Branch Visit Plan
	SN
	Proposed Coverage
	No. of Units / Visits
	Remarks

	1
	Head Office
	 
	 

	2
	Regional Offices
	 
	 

	3
	Branches for IS Audit onsite verification, subject to Bank’s approval
	 
	 

	4
	DC/DR walkthrough 
	 
	 



Bidder Confirmation
The bidder confirms that the proposed work plan and effort estimate are sufficient to complete the scope defined in the RFP and that the final audit schedule shall be mutually agreed with the Bank after award.

	Particular
	Details

	Name of Bidder
	:

	Authorised Signatory
	:

	Designation
	: 

	Date
	:

	Place
	: 

	Signature and Seal
	:





ANNEXURE F – COMMERCIAL BID FORMAT
(To be submitted as part of the Commercial Bid only)

The bidder shall submit the Commercial Bid strictly in the format below. The Commercial Bid shall not be included in the Technical Bid.

F.1 Commercial Quote
	SN
	Audit Stream / Activity
	Amount excluding GST (₹)
	GST (₹)
	Total Amount including GST (₹)

	1
	Information Systems (IS) Audit
	 
	 
	 

	2
	Cyber Security Audit including Gap Assessment
	 
	 
	 

	3
	VA/PT, including retest / validation
	 
	 
	 

	4
	UIDAI AUA/KUA IS Audit
	 
	 
	 

	 
	Grand Total
	 
	 
	 



Grand Total excluding GST (in words) – Rupees________________________________________________

F.2 Commercial Bid Conditions
i. The quoted fee shall be inclusive of all activities required to complete the assignment, including planning, fieldwork / testing, reporting, management discussions, compliance evidence review, re-verification / retesting and issuance of applicable stream-wise closure certificates / closure notes.
ii. GST shall be shown separately and paid as applicable.
iii. Commercial evaluation shall be based on the Grand Total excluding GST, with GST payable extra as applicable.
iv. A nil / zero quote or commercially unrealistic quote may be treated as non-responsive at the Bank’s discretion.
v. No additional charges shall be payable unless specifically accepted by the Bank in writing.
vi. Conditional pricing, assumptions affecting price or deviation from this format may render the Commercial Bid non-responsive.

F.3 Bidder Confirmation
The bidder confirms that the commercial quote above is for the complete scope of work under the RFP and includes all deliverables, re-verification / retesting obligations, and applicable stream-wise closure certificates / closure notes required under the RFP.

	Particular
	Details

	Name of Bidder
	:

	Authorised Signatory
	:

	Designation
	: 

	Date
	:

	Place
	: 

	Signature and Seal
	:


ANNEXURE G – DECLARATIONS AND UNDERTAKINGS
(To be submitted as part of the Technical Bid)

The bidder shall confirm the declarations and undertakings below as part of the Technical Bid.

G.1 Compliance Certificate / Unconditional Acceptance
i. The bidder confirms that it has read and understood the RFP, including all Sections and Annexures, and unconditionally accepts the terms, conditions, scope, deliverables, eligibility requirements, evaluation methodology, confidentiality requirements, no-subcontracting condition, re-verification / closure requirements and commercial bid requirements specified in the RFP.
ii. The bidder further confirms that the Technical Bid does not contain any commercial information and that the information and documents submitted are true, complete and correct to the best of its knowledge.

G.2 Non-Blacklisting / Non-Debarment Declaration
i. The bidder declares that it has not been blacklisted, debarred or restrained from participating in tenders / assignments by any Government department, regulatory authority, statutory authority, public sector bank, financial institution, CERT-In, UIDAI or NABARD-supervised entity.
ii. The bidder undertakes to immediately inform the Bank if any such blacklisting, debarment, restraint, regulatory action or disqualification arises during bid evaluation or during the engagement period, if awarded.

G.3 Confidentiality and Conflict of Interest Declaration
i. The bidder undertakes to maintain confidentiality of all information, documents, records, audit evidence, system information, reports, logs, artefacts and any other information received from or accessed in relation to the Bank.
ii. The bidder confirms that it shall use such information only for the RFP / audit assignment, shall execute the NDA / Confidentiality Agreement prescribed in Annexure H – Draft NDA / Confidentiality Agreement, if selected, and does not have any conflict of interest affecting its independence, objectivity or ability to perform the assignment.
iii. The bidder shall immediately inform the Bank if any actual, potential or perceived conflict of interest arises during bid evaluation or during the engagement period.

G.4 No Subcontracting Undertaking
i. The bidder undertakes that the audit assignment shall be executed through its own qualified personnel proposed for the engagement.
ii. The bidder shall not subcontract, outsource, assign or transfer the audit assignment, in whole or in part, to any other entity, firm, individual, consultant or third party.


ANNEXURE G – DECLARATIONS AND UNDERTAKINGS (continued)
(To be submitted as part of the Technical Bid)

G.5 Continued CERT-In Empanelment Undertaking
i. The bidder confirms that it is a CERT-In empanelled Information Security Auditing Organisation as on the date of submission of the bid and has submitted valid proof of CERT-In empanelment / current CERT-In listing reference as part of the Technical Bid.
ii. The bidder undertakes to remain CERT-In empanelled during the engagement period and shall immediately inform the Bank if its CERT-In empanelment is suspended, withdrawn, expired, cancelled or otherwise ceases to remain valid during bid evaluation or engagement period.

Bidder Confirmation
The bidder confirms that the declarations and undertakings furnished above are true and correct and are binding on the bidder. The bidder understands that any false statement, misrepresentation, suppression of material information or breach of the above declarations may result in rejection of the bid and / or cancellation of award, if already made.

	Particular
	Details

	Name of Bidder
	:

	Authorised Signatory
	:

	Designation
	: 

	Date
	:

	Place
	: 

	Signature and Seal
	:





ANNEXURE H – DRAFT NDA / CONFIDENTIALITY AGREEMENT
(To be executed by the selected bidder before receipt of sensitive information / artefacts)

The selected bidder shall execute a Non-Disclosure Agreement / Confidentiality Agreement with the Bank before receiving any sensitive information, audit artefacts, system details, ASP-related documents, logs, reports, credentials, evidence, configurations, architecture documents, VA/PT scope details, UIDAI-related artefacts or any other confidential information.

The NDA shall be based on the CERT-In Model Non-Disclosure Agreement between CERT-In empanelled Auditor and Auditee, with suitable Bank-specific particulars inserted.

For the purpose of execution:
	
Particular
	Details

	Auditee
	Meghalaya Rural Bank

	Auditor
	Selected Bidder / Audit Firm

	Purpose
	Conduct of IS Audit, Cyber Security Audit including Gap Assessment, VA/PT and UIDAI AUA/KUA IS Audit

	Governing Law
	Laws of India

	Jurisdiction / Venue
	Shillong, Meghalaya, unless otherwise decided by the Bank

	Term
	As specified at the time of execution / engagement

	Confidentiality Survival
	As per NDA terms



The selected bidder shall comply with all confidentiality, secure handling, need-to-know access, data protection, return / destruction, non-disclosure and audit-related data handling obligations under the executed NDA.
The Bank may require execution of the NDA before sharing any confidential or sensitive information, including information relating to the Bank’s ASP / technology service provider environment.

Bidder Acknowledgement
The bidder confirms that, if selected, it shall execute the NDA / Confidentiality Agreement in the format prescribed by the Bank before receiving sensitive information or commencing activities requiring access to confidential artefacts.

	Particular
	Details

	Name of Bidder
	:

	Authorised Signatory
	:

	Designation
	: 

	Date
	:

	Place
	: 

	Signature and Seal
	:



[i]

